Many artificial intelligence (AI) speakers have recently come to market. Beginning with Amazon Echo, many companies producing their own speaker technologies. Due to the limitations of technology, most speakers have similar functions, but the way of handling the data of each speaker is different. In the case of Amazon echo, the API of the cloud is open for any developers to develop their API.
Introduction
Artificial Intelligence (AI) is a critical component of the Internet of Things (IoT). The cloud connects and controls various electronic devices based on the Internet. AI can control objects according to the surrounding environment. Also, self-learning is possible through natural language understanding and deep learning, and it is tailored to the convenience of users. Meanwhile, AI is an unshaped interface, so companies combine AI with device for commercializing. That is AI speaker. The AI speaker is a speaker with an AI secretary on the Bluetooth speaker. It can work with other AI devices and can be controlled by the voice. For international AI speakers include Amazon Echo, Google's Google Home and Google Home Mini and Apple HomePod. For domestic AI speakers include SK Telecom NUGU, KT GiGA Genie, Naver Clover and Kakao Kakao Mini. The AI speaker to be covered in this paper is the Google Home Mini made by Google. The Google Home Mini is a small version of Google Home launched in October 2017 and launched in September 2018 in Korea. OS supports Android 5.0 or above, iOS 9.1 or above. To use the Google Home Mini, the user needs to sync it with the Google Home app, and the Google assistant will work when user registers and Wi-Fi certified in user app [8] . There has not been much research on the Google Home Mini compared to the Amazon Echo. In this paper, try to analyze Google Home Mini, its data storing system and security system. Research subjects include Google Home Mini, Google Home App, network, and local API. Then, with the data obtained, will be solved in terms of digital forensic perspective.
A 2018 article [7] describes how Google voice technology works in digital forensics. 'OK, Google' can be used to unlock mobile locks. If you have only the voice file of the suspect, you can unlock the phone and extract the data. In other words, the suspect's voice can be used to find the suspect's mobile device. Also, it can be applied to other smart devices using the Google assistant. The Google Home Mini can also wake up the device with 'OK Google' or 'Hey Google', and some features require voice verification. This means that if the suspect is a user of the Google Home Mini, the suspect's voice can tell whether the device is being used or not, and if the Google Home Mini is connected to another smart device, also can find some data of the suspect.
Hyde [13] analyzed Amazon echo, and Amazon echo dot devices itself, Kasa and Alexa mobile app, network, connected devices Amazon echo has SanDisk SDIN7DP2-4G, ISP pin is out. Amazon Echo Dot has different eMMC on each board. ISP pin is also out. Through the imaging, they found Wi-Fi connections, device information log, registration information from the device. In the app, they found, some databases and in the web application, they got URL of calling and messaging. Also, for the APIs, the cards, device, Wi-Fi, Smart Home devices, Activities were found. In the Kasa, which was the TP-Link smart devices mobile app, some critical data were found such as account, password and location. They focused on what kind of data was stored and where the data was stored.
Dipert [3] explains the inside of Google Home Mini by tear down. Inside of the device, audio amplifier, metal shield with a combination of Marvell's 88DE3006-BTK2 system SoC, Toshiba NAND flash memory, two embedded antennas, SK Hynix 4GB DDR3L SDRAM, microphones and manufacturing code sticker are found. In the papers, expect the same result as this blog shows and will be a more detailed explanation.
Moore [14] investigated about Google speakers based on the several investigative questions. He analyzed Google Home app with mobile phone, device itself using software tools and chip off and lastly, cloud service. From the phone, google account information, device location, cloud device ID and wifi password are been found. By examining the internals of the speaker, open ports, GET/POST requests, and Bluetooth information that is connected to the device such as MAC address, device name and date that has been connected. From the chip off, Google Home Mini has Toshiba TC58NVG1S3HBA16 256 MB NAND flash and use BGA 67 Socket, NAND Flash Chip Reader (Dataman) to read the data inside of the chip. From the dump, Bluetooth device information and Google account. For cloud acquisition, mainly used Google's 'My Activity' and Google Takeout. Through acquisition, not all but some given commands and answers were found. for the future work, parse Google Home file system, decoding of the proto file, iOS app examination and calling feature.
Research Problem and Methodology
To date, very few works have looked at the Google Home Mini (GHM) from a digital investigation perspective. This work is an initial analysis of the locations and types of data related to the Google Home Mini, and is meant to be a starting point for future data acquisition studies. In this work, we separate the study into three main sections: the device, the mobile app and the network. Based on our past experiences, each of these locations provide different -but related -data that may be of evidential value.
We used Google Home Mini's built-in functions and direct interaction to generate user-related data. Commands were given directly to the Google Home Mini (serial number: 7B28L5NRWF) as well as via the mobile phone application (Galaxy note 4, SM-N910S, Android version 6.0.1). For this research, Korean and English were used to give commands. After the function test, chip-off was used to acquire additional embedded device data. After the chip off, the chip was imaged using Hancom GMD MD-series acquisition software.
Google has a mobile app called 'Google home'. The app version we used was 2.9.40.16. A user can give a command from the phone by speaking or typing. Also, the user can control the device in the app. To extract the data that is stored in the app, the ES File Explorer has been used. ES File Explorer is a free and featured file (application, document and multimedia) manager for local and network use. The version is 4.1.9.9.21. For the analysis, the phone (Galaxy Note4, SM-N910S) and laptop (Samsung, NT905S3G-KSQB) have been used. First, it generates data using the app. Then in the ES File Explorer, check whether the phone is rooted. Second, follow the path: device/data/data/Chromecast. Third, copy the Chromecast folder and paste in the internal storage. Then connect the phone to the laptop using a USB cable to extract the Chromcast folder. After all these steps, in this research, use Autopsy (version 4.10) to analyze the data. Add folder as Logical file.
In the network analysis, use Wireshark (version 3.0.0) and Zenmap (version7.7.0) to acquire the data. Figure  1 . shows how the network has connected for the test. Google Home Mini and the mobile phone are connected to the laptop -the laptop works as an access point using its hotspot -and the laptop is connected to the internet and internet connects to the Google cloud.
We use the GUI version of Nmap, Zenmap, to look for open ports in the speaker's IP address. Use Telnet to see if the ports are listening. The test the vulnerability according to the usage of each port. Vulnerability testing uses Metasploit, Heartbleed and Openssl with Kali Linux. After that, uses Burp suite (v1.7.36) and Postman to acquire the data. In the Burp Suite, under proxy, add the laptop IP address and port 8080 and in the mobile phone Wi-Fi advanced setting, set proxy manual and port 8080. Then it intercepts the network of the speaker that talks to the phone through the laptop. 
Data Collection and Analysis
This section covers different types of analysis we conducted on the Google Home Mini hardware and software with a focus on the mobile app analysis.
Google Home Mini Hardware
The Google Home Mini measures 98mm in diameter, 42mm in height and weight 173g. The colours are chalk, charcoal, coral-google store exclusive, and durable fabric material on the top. The Wi-Fi network supports 802.11b/g/n/ac (2.4 GHz/5 GHz) and features 4.1 Bluetooth. There is a microphone on/off switch and a micro-USB power connector on the back and a reset button right below the power connector.
Google Home Mini Functions
To use the functions, the user should say wake-up words are 'Hey, google' and 'Ok, google'. About 20 languages are available. If the user talks in English, the speaker responses in English. If the user talks in Korean, the speaker responses in Korean. Also, it provides information related to the language. There are many functions. It is similar to other speakers -for example, weather, alarm, news, traffic, and more. Among the functions, there are two functions which are 'Routine' and 'Remembering Things'. User can make a routine command to suit their lifestyle. For example, if the user says 'Bedtime, the speaker tells tomorrow's weather, tomorrow's first calendar event and ask what time the alarm should be set for then play sleep sounds. It will be a good way to know user behaviour. For 'Remembering Things', once the user gives the command 'remember that my key is on the desk next to the door', Google Home Mini accept the command, and when a user asks for the key, it tells where the key is. It will be useful to find something about the user. Table 1 shows data and locations from the Google Home app on the mobile phone. Some tokens, account ID, the nickname of the device, address of the speaker, app version, port, phone IP address and Wi-Fi name and password list. For the Wi-Fi and password list, the phone has been connected to three different networks. Neo_house6 is the actual network router, and DESKTOP-ENIL7DS is a hotspot from the laptop. Both laptops were connected to the router and hotspot.
App Analysis
With the information from the app, it can be used when the users deny that they have never use the speaker or they do not have one. The user ID and location will verify and identify where the user is and was. Also, with the tokens, extract the data from the cloud is available. Also, Wi-Fi tells the connection between the user and the speaker. 
.4 Network Analysis
We used Wireshark to capture the network traffic between the access point, the Google Home Mini and the mobile device running the GHM app. Figure 2 shows the network packet between the mobile and the cloud. During this time, the commands have been given to the Google Home mobile application. As Figure 3 shows, Google APIs and mobile share the application data with TLSv1.2, which is encrypted. Also, sometimes use the latest encryption protocol TLSv1.3 encryption as well [1] . Figure 4 is the network packet between the Google Home Mini and google browser. It is captured when the command has given to the device. As Figure 4 shows, it also uses the TLSv1.2 encryption to share the application data.
After finding encrypted network traffic using Wireshark, we used Zenmap to discover the open ports as a first step to detect any vulnerabilities. The test takes the same setup condition as Wireshark. There were five open ports for the Google Home Mini in TCP protocol, and it is also the same for UDP protocol. In the previous research [14] also showed same number of the ports so it seemed to be fixed open ports. Among these ports, the test focuses on two ports, which are 8009 and 8443. We used Telnet to test open ports for listening status and service detection. Through Telnet testing, all five ports were found to be listening. Then, we investigated those ports with Kali Linux. For the test, without using hotspot of the laptop, put speaker, mobile phone and laptop in the same network, which is neo_house6.
Basic known attacks were conducted against the open ports using Metasploit. No ports were immediately vulnerable to known attacks. Next, we moved to a local API test. By using Burp Suite, some APIs are found which are the app_device_id and parameters for version, name, build_info, device_info, net, wifi, setup, settings, opt_in, opencast, multizone, sign, proxy, night_mode_params, user_eq, room_equalizer, aogh&options in figure 5 . Also, aglio [5] has created an unofficial APIs that is used between the Google Home app and Google Home so apply some APIs to the Google Home Mini to find the APIs. Findings are in Table 2 The data can be used for investigation. For example, tokens can be a key to extract the data from the cloud. In parameters and some APIs have the network information of the speaker, which can tell which network the speaker is using. Other AI products connected through this network can also be identified. If the Bluetooth function is on, the investigator can check the information of the device connected to the speaker. If the speaker is connected to the mobile, it can discover the user's mobile model and MAC address.
Chip-off Analysis
After imaging the chip off data, a small file of 90,213KB was created and it was all in carved files. The carved files are analyzed with Autopsy 4.10.0. Bunch of log text files are stored but it does not contain much information. Table 3 shows some findings. 
Conclusion
Through the test, several facts are confirmed. First, Google Home Mini does not store much data in the app. Second, by using Wireshark, it has found that how Google Home Mini, Google Home app and the Google cloud exchange data. They exchange the data using TLSv1.2 encryption and occasionally using the latest version of encryption TLSv1.3. Third, Google Home Mini has five open ports, which are HTTP, ajp13, https-alt, cslistener and scp-config. The vulnerability tests on the ajp13 and https-alt ports are done, and they are not exploitable. Then use the Burp suite and Postman to find the local APIs. In the API, some essential data exists, like tokens that can be used for cloud data, configured network information of speakers, Wi-Fi information, setting country for speaker, time zone, and Bluetooth information. For chip off, not much data is stored These data can be applied if the suspect has a Google Home Mini in his house, and the suspect is denied telling its use and connection between them. Additional work still needs to be done on the device, application and network levels of the Google home mini to find additional, potentially hidden, data. Further, software updates for the GHM are frequent, and new artefacts may be introduced with each new update. Also, this test has don only for Android. Thus, the test for iOS will be needed to get more date about Google Home devices.
